
VMinformer Professional
The market leading security assessment tool 
for virtual environments

The explosive growth of virtualisation raises new challenges for securing virtual 
assets and data.  VMinformer uniquely reports on the security disposition of 
virtualised environments and makes recommendations for remediation to your 
preferred policy standards.

Are you finding that your dynamic virtual environment is out of control and you 
have no visibility on the security of your infrastructure?

Take control of your virtual assets today by using VMinformer to assess, secure 
and maintain your virtual environment.

Organisations who use VMinformer in their virtual environment can easily 
demonstrate they are meeting their own security benchmarks as well as 
regulatory compliance initiatives.

VMinformer implements VMware’s own security hardening guidelines as well 
as directives such as DISA STIG, CIS benchmarks and ISO 27005. 

Graphical Dashboard 
A graphical security dashboard provides a global view of your environment, and 
clearly highlights the overall security state of the virtual infrastructure.

Policies
Policies can be fully customised to suit the requirements of your business.  Policy 
rules can be grouped together enabling rapid identification of key areas of 
concern.  VMinformer references standards such as ISO 27001 and CIS 
benchmarks. 

Features and Benefits

๏ Assesses your virtual 
infrastructure in minutes

๏ Identifies key security risks

๏ Obtain immediate and detailed 
remediation guidance

๏ Full reporting for auditing and 
compliance requirements

๏ Graphical security dashboard of 
your virtual environment

๏ Out of the box policy templates 
based on industry security 
benchmarks

๏ Provides business meaning for 
your virtual machines 

 
๏ Visual storage maps enable 

identification of potential data 
security issues

Technical Specifications

   Target Platforms

๏  VMware ESX 3.x 
๏  VMware ESX 4.x (vSphere)
๏  VMware ESXi 3.x and 4.x
๏  VMware VC 2.5

   Client Requirements

๏ Windows XP, Vista, Windows 7, 
2003 Server

๏ Dot NET 3.5 SP1 



Classification
Each policy rule that is assessed against the 
virtual infrastructure is assigned a severity level, 
enabling organisations to quickly classify risk 
levels and respond.

Business Assets
Standard virtual management tools do not 
provide a business centric view.  Using 
VMinformer virtual machines can be asset 
tagged according to their importance or function 
within the business.

Virtual Machines are your business assets, they 
are core to what you do and are a vital part of the 
day to day activities of your organisation. 

Reporting
Assessment information can be extracted for 
remediation.  Management summary information 
and report filtering enables you to provide clear, 
concise information for your IT governance 
officers and auditors.

Remediation  
Each policy exception is clearly detailed.  Step by 
step remediation guidance is provided which 
enables you to fix the issues with minimal 
downtime.

Visual Storage Maps
VMinformer provides you with a visual map of 
where your virtual machines are stored.

Storage volumes can be inspected to identify 
potential data leakage or data loss issues.  A 
breakdown of virtual machine types enables you 
to see how many snapshots, thin and thick 
provisioned machines you have per storage 
volume.
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